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Cybersecurity in Organizations
• Cost of Cyber Crime estimated at $6 Trillion/year by Cybersecurity 

Ventures.com
• Information Security Compliance Requirements

• Federal Government, SOX (Sarbanes Oxley Act)
• Audit Standards
• Standards Groups, ISO
• Industry Specific Organizations, Financial, Medical, etc. 
• Risk of Cloud Based Solutions
• Fed RAMP, Federal Risk and Authorization Management
• Global Standards
• Personal Information Standards

• Security in public corporations
• Responsible to board of directors
• Breaches must be disclosed publically

CS4HS Cybersecurity Virtual Workshop 
Copyright: Diane Dillon August 2020       



Cybersecurity Reporting 
Relationships

• Part of IT organization, 45%

• Report directly to the President, 23%

• May report to Finance, Internal Audit, CFO

• May report to Operations, COO 

• Normally based on the size of the organization

Source: Does It Matter Who the CSO Reports To?, CSO, by Freuhlinger, Josh, April 20, 2019, 
https://www.csoonline.com/article/3278020/does-it-matter-who-the-ciso-reports-to.html
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Sample data breach 
notification



The Changing World of Job Searches
• WFH

• Combo Jobs

• Second Careers

• Bootcamps

• Effects of COVID-19
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COVID!!     
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Source: KPMG, Cyber Security Implications of COVID-19, July 2020,  https://home.kpmg/xx/en/home/insights/2020/04/the-cyber-security-implications-of-covid-19.html

https://home.kpmg/xx/en/home/insights/2020/04/the-cyber-security-implications-of-covid-19.html
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Source: Help Net Security, Cybersecurity Workforce Skills Gap Rises to Over 4 Million,  November 8, 2019, https://www.helpnetsecurity.com/2019/11/08/cybersecurity-workforce-skills-gap/

https://www.helpnetsecurity.com/2019/11/08/cybersecurity-workforce-skills-gap/
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The International Information System Security Certification 
Consortium, (ISC)², finds that, while there are currently 
about 2.8 million security professionals working worldwide, 
another 4 million trained professionals are needed to close the 
security “skills gap.” That’s an increase of 145 percent.

Source: Dice, “Cybersecurity Certifications: 5 Big Questions You Want Answered”, March 2020, https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/

https://www.isc2.org/News-and-Events/Press-Room/Posts/2019/11/06/ISC2-Finds-the-Cybersecurity-Workforce-Needs-to-Grow--145
https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/


What’s In a Name?
• Cybersecurity

• Data Security

• Information Security

CS4HS Cybersecurity Virtual Workshop 
Copyright: Diane Dillon August 2020       



Cyber Security Careers
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Source: Cybersecurity Supply and Demand, Career Pathway, Cyber Seek, July 30, 2020https://www.cyberseek.org/#,

https://www.cyberseek.org/
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Source: Cybersecurity Career Pathway, Cyber Seek, July 30, 2020, https://www.cyberseek.org/pathway.html

https://www.cyberseek.org/pathway.html
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Source: Cyber Career Pathways Tool, NICCS, August, 2020, https://niccs.us-cert.gov/

https://niccs.us-cert.gov/
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Source: U.S. Bureau of Labor Statistics, Occupational Outlook, July 2020, https://www.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm

https://www.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm


National Association 
of Colleges and Employers   
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Employers Rate the Essential Need of Career Readiness Competencies

https://www.naceweb.org/career-readiness/competencies/the-four-career-competencies-employers-value-most/

https://www.naceweb.org/career-readiness/competencies/the-four-career-competencies-employers-value-most/


Soft Skills are In Demand

LinkedIn: Skills Companies Need Now

• Creativity

• Persuasion                     ** Curiosity ????

• Collaboration

• Adaptability

• Time Management
These skills compliment and are in ADDITION TO technical 
skills needed to do a job

Source:https://www.payscale.com/career-news/2019/03/linkedin-these-are-the-skills-companies-need-right-now, March 2019
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Who’s Hiring in Buffalo?



Job Sites 

Buffalojobfinder.com , Buffalo News
Buffalojobs.com
Dice.com
Glassdoor Jobs
Google for Jobs
Indeed.com
Jobs.com
Monster.com
Careerbuilder.com
Simplyhired.com
Wnyjobs.com
ZipRecruiter
Craigslist.com, often company name is unavailable
Just ‘Google’ ‘Cybersecurity Jobs, Buffalo, NY’

CS4HS Cybersecurity Virtual Workshop 
Copyright: Diane Dillon August 2020       



See you in 10 minutes
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Certifications Towards Professional Advancement

• Industry Certifications, awarded by (ISC)2
• CISSP Certified Information Systems Security Professional
• CISM  Certified Information Security Manager 
• CISA Certified Information Systems Auditor
• CEH Certified Ethical Hacker
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Source: Dice, “Cybersecurity Certifications: 5 Big Questions You Want Answered”, March 2020, https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/

https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/


Certifications Towards Professional Advancement

• Vendor Certifications
• Cisco CCSN (Cisco Certified Network Associate)
• Microsoft MCSE (Microsoft Certified Systems Engineer)
• Red Hat
• Oracle

• Training Organization Certifications
• ISACA Information Systems Audit and Control Association
• SANS Institute
• CompTIA
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Source: Dice, “Cybersecurity Certifications: 5 Big Questions You Want Answered”, March 2020, https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/

https://insights.dice.com/2020/03/24/cybersecurity-certifications-5-big-questions-you-want-answered/


Most  Recognized Cybersecurity Certification, 
CISSP, Certified Information Systems Security Professional

• Certification Requirements
• 5 years paid industry experience
• Proficiency in 8 Categories of the Common Body of Knowledge

• Assets
• Identity and Access
• Communications and Networking
• Security/ Risk Management
• Development
• Security Operations

• 6 hour test, $699
• Must re-certify every 3 years

• Recognized by ISO, International Standards Organization and ANSI 

• This is a profession of continuous learning
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Competitions
• Rules Vary

• Who can participate
• Prerequisites
• Number of people attacking/defending team 
• Individual or groups
• Age
• Experience
• Time Limits
• Tools allowed

• Prizes
• Cash
• Scholarships

•
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Competitions

For Beginners
National Cyber League
Bandit War Game 

Online CTF (Capture the Flag) Competitions

Kaci Nowadly, Hamburg HS to discuss Friday 

CyberPatriot designed for  K-12
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CyberPatriot
• Sponsored by Air Force Association for K-12
• National Youth Cyber Defense Competition for 

Middle and HS
• Manage a network for a small company
• Fix vulnerabilities

• Scholarships, trip to Maryland for National 
Competition

• Run Summer Camps
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Source: CyberPatriot, August 2020 https://www.uscyberpatriot.org/Pages/About/What-is-CyberPatriot.aspx

https://www.uscyberpatriot.org/Pages/About/What-is-CyberPatriot.aspx
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CyberPatriot National Youth Competition 

Source: CyberPatriot, August 2020 https://www.uscyberpatriot.org/Pages/About/What-is-CyberPatriot.aspx

https://www.uscyberpatriot.org/Pages/About/What-is-CyberPatriot.aspx
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Deloitte Cyber Cup Challenge
• Part of National Cyber Summit

• CTF, High School or College Teams of 2 -4

• Cash Prizes, $2000- $5000, top three teams

• Huntsville,  AL,   June 8-10, 2021

Source: National Cyber Summit, Cyber Cup Challenge, August, 2020,     
https://www.nationalcybersummit.com/Program/Cyber-Cup-Challenge

https://www.nationalcybersummit.com/Program/Cyber-Cup-Challenge


Source: National Initiative for Cybersecurity Education, NICE Challenge Project, August, 2020

https://nice-challenge.com/
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Competition Preparation Guides

• Trail of Bits,  Guide for CTF (Capture the Flag) competitions, tips to 
prepare

• Practice CTF,  Lists live online CTF games, downloadable offline 
games, virtual machines

• Awesome CTF, Curated list of tutorials, software, resources, 
frameworks, libraries to help beginners to veterans

• Vulnhub, Practice zone with virtual machines and labs for vulnerability 
penetration testing.  Special labs for beginners

• CTF Resources, Resource center includes tools and information and 
explanations for beginners to veterans

• Reddit’s Security CTF, Realtime questions and answers regarding CTF 
competitions, strategies and more

Source: Cybersecurity MS Degrees, Big List of Cybersecurity Competitions and Challenges, August, 2020, 
https://computersciencems.com/resources/cyber-security/cyber-security-competitions-list/
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Thank You
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